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Abstract: In Wireless Sensor Networks (WSNs), relying solely on Cluster Heads (CHs) for 

management exposes the system to vulnerabilities from compromised or malfunctioning nodes. 

Introducing WatchDog (WD) nodes provides critical independent monitoring. They enhance 

security and ensure data integrity. Previous studies in this area have largely overlooked 

Heterogenous WSNs (HWSNs), where nodes differ in roles and resources. Furthermore, existing 

methods on homogenous WSNs fall short of achieving optimal clustering and monitoring 

efficiency. This paper presents a two-phased novel clustering, routing, and WD selection algorithm 

designed for HWSNs. In the first phase, normal nodes are assigned to super nodes acting as CHs 

which facilitates structured data aggregation and intra-cluster management. Additionally, in the 

same phase, predefined number of super nodes are tasked to act as WDs, charged with independent 

monitoring tasks such as anomaly detection, data integrity assurance, and verification of task 

execution. Notably, the roles of CH and WD are mutually exclusive to avoid functional overlap 

and optimize energy resources usage. In the second phase, a spanning tree is constructed over non-

WD super nodes. The proposed method employs Genetic Algorithm (GA) for network 

configuration. Additionally, two fitness functions that take to the account the required energy for 

data transmission and monitoring are devised to find the best structure for the network in each 

phase. Simulation results show the effectiveness of the approach in improving data delivery, 

network lifetime and minimizing energy consumption, by in average 25%, 59 time slices, and 10% 

respectively. 
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1. Introduction 

Heterogeneous Wireless Sensor Networks (HWSNs) enable pervasive monitoring in domains such 

as industrial control, environmental sensing, and smart infrastructure [1]. However, these networks 

suffer from limitations like constrained energy, limited bandwidth, and security issues. Cluster-

based architectures - where super nodes acted as Cluster Heads (CHs) - are a well-established 

approach for reducing communication overhead and prolonging network lifetime. Many surveys 

and recent works continue to treat CH as a core optimization problem for both homogeneous and 

Heterogeneous WSNs [2,3]. Population-based optimizers such as Genetic Algorithm (GA) have 

been used to find near-optimal CH selection and routing structures in HWSNs because they can 

jointly optimize multiple metrics under diverse constraints [4,5]. 

At the same time, security and integrity remain open challenges for cluster-based WSNs: CHs that 

aggregate and forward data are attractive targets for attackers. Additionally, conventional 

intrusion-detection and WatchDog (WD) schemes have been designed for homogenous WSNs and 

have not accounted for heterogeneity [6]. Surveys of Intrusion Detection System (IDS) techniques 

for WSNs and studies of WD placement highlight that (i) dedicated monitoring by WD nodes 

significantly improve detection, and (ii) The way WDs are placed and selected has a major impact 

on both detection coverage and energy consumption [7, 8]. More recent works also showed that 

secure or intelligent WD-selection mechanisms are necessary to maintain high availability of 

monitoring under attack or node failure, rather than assuming that any CH or neighbor can safely 

act as a monitor [9, 10]. 

Trust management has emerged as a reasonable mechanism to enhance the resilience of cluster-

based HWSNs against attacks. Trust models provide a decentralized way to evaluate the reliability 

of nodes by observing their past behavior and recommending trustworthiness for forwarding, 

aggregation, or monitoring roles. In particular, trust-assisted clustering approaches aim to prevent 

the election of malicious or selfish nodes as CHs, while trust-aware WD selection ensures that 

nodes with consistent and credible monitoring histories are prioritized. However, existing trust-

based solutions often assume homogeneous capabilities or overlook the dual challenges of energy 
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constraints and heterogeneity in HWSNs, which can lead to biased trust computation or additional 

communication costs [11, 12]. Integrating trust evaluation with optimization-based clustering and 

WD selection presents a promising yet underexplored direction for balancing security, energy 

efficiency, and performance guarantees in heterogeneous deployments. 

Motivated by these observations, this paper proposes a lightweight, GA-driven framework that 

jointly optimizes clustering, routing, and WD selection for HWSNs. We enforce mutual exclusivity 

between CH and WD roles among high-capability super nodes. Our method encodes for CH 

selection and WD selection in a single chromosome in the first phase. Additionally, WD selection 

for monitoring each super nodes behavior and routing (i.e. constructing spanning tree over non-

WD super nodes) together are encoded also in a single chromosome in the second phase. 

Furthermore, two fitness functions are devised that try to reduce transmission energy and 

monitoring effectiveness. In short, we can list our contributions as follows: 

• Role-separation architecture: We introduce a practical architecture for HWSNs that 

partitions higher-capability nodes into two disjoint sets of CHs and WDs. In this setup, CHs 

are responsible for aggregation and routing, and WDs are responsible for independent 

monitoring and anomaly detection. 

• Chromosome representation for joint optimization: We propose two compact chromosome 

encodings for each phase. In the first phase, the chromosome simultaneously represents CH 

selection and WD selection. The proposed chromosome in the second phase selects WDs to 

monitor the behavior of super nodes and a parent per non-WD super node to deliver the data 

to Base Station (BS). 

• Two new devised fitness functions: We design and evaluate two fitness functions used for 

each phase. In the first phase, fitness function balances energy of CHs and trust in the 

network. Additionally, in the second phase, the fitness function reduces transmission-energy 

and routing cost in addition to ensuring a reliable data transmission by avoiding malicious 

nodes. These two fitness functions permitting explicit tradeoffs between longevity and 

intrusion-resilience. 

• Empirical validation: Through simulation on representative HWSN scenarios, we show that 

the proposed GA framework achieves better combined energy/monitoring performance than 
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baseline clustering schemes, and that role separation improves detection coverage and 

resilience to CH compromise without prohibitive energy cost. 

2. Related Works 

This section surveys recent literature related to (i) HWSNs, (ii) metaheuristic approaches for 

clustering and routing in WSNs, and (iii) WD-based monitoring and security mechanisms. We 

focus on works that address energy-aware clustering, routing, heterogeneity, metaheuristic 

optimization, and WD selection or intrusion-detection in sensor networks. 

2.1. HWSNs 

Anusuya et al. [13] provided a comprehensive review of sensor-node deployment and optimization 

strategies, emphasizing coverage and energy-efficiency tradeoffs in heterogeneous deployments. 

Reference [14] modeled HWSNs for coverage and reliability, proposing deployment strategies that 

consider multiple node classes. Authors in [15] proposed a heterogeneous routing protocol aimed 

at balancing load across nodes with different capabilities to extend network lifetime. Divya et al. 

[16] investigated optimized routing and CH selection using optimization techniques in 

heterogeneous scenarios. Khedhiri et al. [17] examined clustering techniques aimed at extending 

network lifetime through heterogeneity-aware modeling and simulations. A recent survey [18] 

highlighted modern metaheuristics approaches in WSNs, focusing on heterogeneous node roles. 

In [19], two node types were defined: super nodes with multiple radios and high transmission range 

and energy, and normal single-radio nodes for sensing. The algorithm included two phases - 

clustering and tree construction - with separate GA-based channel assignments for each node type. 

Building on this, reference [20] integrated transmission power control with a multi-radio, multi-

channel scheme, enabling super nodes to reduce excess energy use and extend network lifetime. 

In [21], super nodes acted as CHs, first forming a spanning tree and then assigning normal nodes 

using PSO. Similarly, reference [22] applied PSO to cluster normal nodes and build a super-node 

data tree, considering both energy and reliability. Wang et al. [23] jointly optimized clustering and 

routing via two-part chromosomes, with a chaos logistic map generating strong initial populations. 
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2.2. Metaheuristics for Clustering, Routing, and CH Selection 

Population-based and other metaheuristic methods have jointly optimized multiple, often 

conflicting objectives (e.g. energy, coverage, load balance). Houssein et al. [24] surveyed 

metaheuristic algorithms and their specific applications in WSNs, summarizing 

strengths/limitations of GA, PSO, ACO, and hybrid methods. Kaedi et al. [25] performed 

simultaneous CH selection and routing optimization via GA. Authors in [26] proposed a PSO-

based energy-efficient clustering scheme that jointly decided clusters and reduced communication 

cost. Sahoo et al. [27] presented a GA-based optimized CH-selection method with adaptive 

crossover and binary encoding for energy-aware clustering. Reference [28] adapted chaotic GA 

for energy-efficient, load-balanced clustering and routing in WSNs. Sharada et al. [29] introduced 

an adaptive ant-colony clustering algorithm that determines ideal cluster counts and improves 

energy performance. Authors in [30] described a two-phase metaheuristic framework for cluster-

based routing that reduces energy consumption and improves lifetime. A recent work [31] used 

metaheuristic optimization for energy-aware clustering with integrated routing to maximize 

lifetime. 

The metaheuristic literature provides many encodings and operators for CH and routing 

optimization; comparatively fewer works embed an explicit, separate monitoring/WD selection as 

part of the same optimization problem - an opportunity that our work addresses. 

2.3. WD Placement, Intrusion Detection, and Security in WSNs 

Security-focused studies highlight WD strategies, IDS designs, and the cost/coverage tradeoffs of 

monitoring. Reference [32] introduced a visualization technique to enhance administrators’ ability 

to identify hidden attacks. Sivagaminathan et al. [33] surveyed IDSs for WSNs and present IDS 

architectures that combine signature, anomaly, and hybrid detectors tailored for constrained nodes. 

Shirvani and Akbarifar [34] provided a recent survey of IDS methods in WSNs, cataloguing 

lightweight approaches suitable for resource-limited nodes. Authors in [35] optimized barrier and 

sensor placement for intrusion detection using ACO-based metaheuristics, showing that placement 

has a strong effect on detection coverage and resource cost. Reference [36] combined PSO variants 

and Bayesian-game analysis to model intrusion-detection and defense strategies, illustrating how 

optimization and game-theoretic reasoning can improve IDS robustness. 
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WD and IDS research in WSNs generally emphasizes achieving high monitoring coverage while 

maintaining low communication and energy overhead. However, many existing WD mechanisms 

simplify the monitoring model by assuming that the WD nodes are either the CHs themselves or 

randomly selected neighboring nodes, without optimizing their placement or considering energy 

constraints. This assumption often limits scalability and reduces overall network lifetime. Recent 

discussion papers consider secure, availability-aware WD selection mechanisms - ideally co-

designed with clustering/routing - which motivates our mutually exclusive CH/WD optimization. 

Taken together, the surveyed works show (i) mature metaheuristic methods for CH selection and 

routing in HWSNs, and (ii) a growing body of IDS/WD research emphasizing coverage and 

reliability. What remains less explored is a joint optimization that enforces role separation 

(dedicated WD nodes disjoint from CHs), encodes CH/WD or WD/routing decisions in a single 

metaheuristic chromosome, and evaluates tradeoffs between transmission energy and monitoring 

coverage in heterogeneous deployments - the goal that the present paper targets. 

3. System Model 

In this section, we describe the system model considered in this study. We first define the network 

model, introduce the node types, and outline the notations used throughout the paper. We then 

present the energy consumption model adopted in our framework. Finally, we outline network 

operation timeline. 

3.1. Network Model   

The network consists of two categories of nodes namely, super nodes and normal nodes along with 

a BS. The set of all super nodes and normal nodes are shown by 𝑆𝑁 and 𝑁𝑁, respectively. Normal 

nodes are tasked to monitor the environment. They deliver the gathered data to their corresponding 

CHs. Super nodes serve as CHs, tasked with receiving data from normal sensors and forwarding 

it toward the BS. Additionally, a subset of super nodes is designated as WDs, denoted by 𝑊𝐷. It 

is important to note that the set of CHs (denoted by 𝐶𝐻) and the set of WDs are mutually exclusive. 

This means a super node cannot simultaneously act as both a CH and a WD within the same round. 

Additionally, note that 𝑆𝑁 = 𝐶𝐻 ∪ 𝑊𝐷. 
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Super nodes are provisioned with higher initial energy and extended transmission range compared 

to normal nodes. The number of super nodes is significantly less than the number of normal nodes. 

Since direct communication with the BS may not always be feasible, data delivery from distant 

nodes is enabled through multi-hop forwarding where nearby super nodes act as relays to 

progressively route information toward the BS. 

3.2. Energy Consumption Model   

Both normal and super nodes deplete energy during data communication, whether transmitting or 

receiving packets. The amount of consumed energy for data transmission and data reception 

depends on the packet size 𝑙 and is modeled using the equations outlined in (1) and (2), 

respectively. These equations account for the energy required by the internal circuitry 𝑒𝑒𝑙𝑒𝑐 and the 

additional energy consumed for signal amplification during transmission. In (1), 𝑑𝑡𝑟 stands for 

distance between sender and receiver. 

𝑒𝑡𝑟𝑠(𝑙, 𝑑𝑡𝑟) = {
𝑙 𝑒𝑒𝑙𝑒𝑐 +  𝑙 𝜀𝑓𝑠 𝑑𝑡𝑟

2 , 𝑑𝑡𝑟 < 𝑑0

𝑙 𝑒𝑒𝑙𝑒𝑐 +  𝑙 𝜀𝑚𝑝 𝑑𝑡𝑟
4 , 𝑑𝑡𝑟 ≥ 𝑑0

      (1) 

𝑒𝑟𝑒𝑐(𝑙) =  𝑙 𝑒𝑒𝑙𝑒𝑐          (2) 

The energy consumption of amplifier is distance-dependent: For short transmission distances, the 

free-space model applies, with amplification cost denoted by 𝜀𝑓𝑠. For transmissions exceeding a 

threshold distance 𝑑0, the multipath fading model is used, with amplification cost denoted by 𝜀𝑚𝑝. 

The threshold distance 𝑑0 is defined as √𝜀𝑓𝑠 𝜀𝑚𝑝⁄ . 

3.3.  Adversary and Trust Model 

The attack analyzed in this paper is the Selective Forwarding Attack (SFA), where each malicious 

node discards a portion of the packets it receives. Specifically, a compromised sensor (either 

normal or super) drops a received packet with probability 𝜃, and forwards it to the parent with 

probability 1 − 𝜃. No restrictions are placed on the behavior of malicious nodes, and it is assumed 

that the attacker may compromise any sensor in the network. 

The trust level is calculated at the BS using (3). In this equation, notation 𝑡𝑖 which shows the rate 

of data successfully forwarded by node 𝑖 compared to its received data (Equation (4)). 

Additionally, 𝑡𝑖
𝑟 represents the trust level of node 𝑖 at round 𝑟. The value of 𝑡𝑖

𝑟  is computed as an 
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average of the trust levels of node 𝑖 up to the previous round (𝑡𝑖
𝑟−1), combined with the trust value 

evaluated at the current round (i.e., 𝑡𝑖). Finally, parameter 𝛼 presents the importance of 𝑡𝑖
𝑟−1 in 

computing 𝑡𝑖
𝑟. 

𝑡𝑖
𝑟 = 𝛼 𝑡𝑟−1

𝑖 + (1 − 𝛼) 𝑡𝑖 

 
(3) 

𝑡𝑖 =  
𝐹𝑜𝑟𝑤𝑎𝑟𝑑𝑒𝑑 𝑑𝑎𝑡𝑎 𝑏𝑦 𝑛𝑜𝑑𝑒 𝑖

𝑅𝑒𝑐𝑒𝑖𝑣𝑒𝑑/𝑔𝑒𝑛𝑒𝑟𝑎𝑡𝑒𝑑 𝑑𝑎𝑡𝑎 𝑜𝑓 𝑛𝑜𝑑𝑒 𝑖
 (4) 

3.4. Network Operation Timeline   

The network operation begins with a bootstrapping phase, during which each sensor is assigned a 

unique ID and its location is determined. Through the exchange of hello packets, nodes identify 

their neighbors, while the BS collects location information and neighbor lists of sensors for use in 

subsequent operations. 

As illustrated in Figure 1, the network functions in rounds, each comprising two main periods: 

network setup and data collection. At the start of every round, the BS executes the proposed 

algorithm, taking into account the current network status, such as the remaining energy, availability 

of both normal sensors and super nodes, and the degree for trust of each node. The network setup 

is adjusted based on the results produced by the algorithm. Each round is divided into time slices 

which are further segmented into time slots that allocate resources for intra-cluster and inter-cluster 

data transmission. This iterative process continues until the network becomes non-operational, 

either due to complete energy depletion of nodes or other critical failures. 

 
Figure 1. Network operation time. 
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WD nodes play a key role in maintaining the security and reliability of the network. Their main 

responsibility is to monitor the behavior of nearby nodes, detect any abnormal or malicious 

activities, and evaluate the trust level of each node based on observed actions. By continuously 

assessing communication patterns and packet forwarding behavior, WDs help identify 

misbehaving or compromised nodes, ensuring that only trustworthy nodes participate in data 

transmission. This trust evaluation process enhances the overall resilience and stability of the 

network. 

4. The Proposed Method 

In this section, we provide a comprehensive discussion over the proposed method. As mentioned 

earlier, it operates in two distinct phases: 

1. Clustering and WD Selection: The network is partitioned into clusters. Additionally, 

predefined number of super nodes are selected to act as WDs. 

2. Tree Construction and WD Assignment: A routing tree is built over the non-WD super nodes, 

with the BS acting as the root of the tree. Furthermore, WDs are assigned to monitor the 

security of the network and the correctness of the work of the super nodes. 

The mentioned phases are described in the following.  

4.1. Clustering and WD Selection 

The first phase of the algorithm focuses on organizing the network through clustering and selecting 

WD nodes. In this phase, each normal node is assigned to a super node that serves as its CH. 

Simultaneously, a subset of the super nodes is designated as WDs. This monitoring includes 

detecting potential anomalies and verifying the correct transmission of sensed data. 

It is crucial to highlight that a super node cannot simultaneously serve as both a CH and a WD. 

These roles require distinct functionalities and impose different computational and communication 

overheads. A WD must remain independent of cluster management duties to dedicate its full 

capacity to surveillance tasks, whereas a CH is primarily responsible for aggregating data and 

maintaining intra-cluster coordination. 
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4.1.1. Chromosome Representation and Initialization 

Since the optimization process simultaneously addresses CH selection and WD assignment, each 

chromosome is structured as a matrix with two rows. The first row encodes the selection of WD 

nodes for each normal node, while the second row encodes the corresponding CH selection. Given 

that both a WD and a CH must be designated for every normal node, the chromosome consists of 

|𝑁𝑁| columns. Thus, the complete chromosome has a dimensionality of 2 × |𝑁𝑁|, with each 

column representing the assignment of one normal node to a specific WD and CH. This structure 

ensures that both roles are simultaneously optimized across the population. Figure 2 illustrates an 

example chromosome and its corresponding network topology. In this figure, the circles 

demonstrate the normal nodes, and the heptagons show the super nodes. Additionally, the dashed 

lines show the monitoring and the complete lines show data transmission. 

 
(a) The chromosome. 

 
(b) The corresponding network. 

Figure 2. An example chromosome for the first phase. 

To initiate the population, a first generation must be generated as follows: Candidate WDs are 

selected from the pool of super nodes based on their associated trust scores from previous rounds. 

Once the eligible super nodes for WD roles are determined (for the current chromosome), the first 

row of the chromosome is populated accordingly, taking into account their respective monitoring 

ranges. If a normal node has no suitable WD within range, its corresponding slot in the 

chromosome remains empty. If exactly one WD is available, it is assigned directly. In cases where 

multiple WDs are within range, one is selected at random. CHs are selected from the set of super 
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nodes that not assigned as WDs in the current chromosome. For each normal node, a CH is chosen 

randomly from among the super nodes within its transmission range. 

4.1.2. Fitness Function 

Equation (5) shows the fitness function of a sample chromosome 𝑋𝐶: 

𝑓𝑖𝑡𝑛𝑒𝑠𝑠(𝑋𝐶) =  𝑤1 𝑓𝑖𝑡𝑛𝑒𝑠𝑠(𝐶𝐻) +  𝑤2 𝑓𝑖𝑡𝑛𝑒𝑠𝑠(𝑊𝐷𝐶),                 𝑤1 + 𝑤2 = 1  (5) 

This equation consists of two parts: first, the fitness of CH selection as shown in (6), and second, 

the fitness of WD selection as shown in (7). 

The fitness of CH selection is calculated by (6). In this equation, 𝑒𝑟𝑖 stands for the remaining 

energy of super node 𝑠𝑛𝑖 based on the current chromosome structure. Additionally, 𝑒𝑖𝑛𝑖𝑡 stands for 

the initial energy of super nodes. The division by 𝑒𝑖𝑛𝑖𝑡 is for normalization into the range of [0, 1]. 

Consequently, the 𝑚𝑖𝑛 function finds the minimum remaining energy using the current 

chromosome structure and we try to maximum it. 

  𝑓𝑖𝑡𝑛𝑒𝑠𝑠(𝐶𝐻) = min
𝑠𝑛𝑖∈𝐶𝐻

(
𝑒𝑟𝑖

𝑒𝑖𝑛𝑖𝑡
)        (6) 

Equation (7) calculates the fitness of proposed WD selection structure. In this equation, 𝑡𝑟𝑢𝑠𝑡(𝑠𝑛𝑖) 

stands for the current trust of 𝑠𝑛𝑖. This score is a dynamic value in the range of [0, 1] and always 

is updated based on how this node works in the network. The better 𝑠𝑛𝑖 forwards its data, the 

higher score it gets. At the beginning of the network work all the super nodes have the trust of one.  

𝑓𝑖𝑡𝑛𝑒𝑠𝑠(𝑊𝐷C) =  
∑ trust(𝑠𝑛𝑖)𝑠𝑛𝑖∈𝑊𝐷

|𝑊𝐷|
        (7) 

In the GA algorithm, we try to maximize the associate fitness function mentioned in (5) through 

operators that are discussed in the following. 

4.1.3. Operators 

The proposed GA explores and exploits the solution space using customized operators. Below, we 

describe how each operator functions. 

Crossover: The crossover operator first selects two parent chromosomes and determines a 

common crossover point. The offspring are generated by combining the left-hand side of one 
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parent with the right-hand side of the other, and vice versa. This operation produces two offspring. 

The resulting chromosomes may be either valid or invalid, which are mitigated as follows: 

• Valid chromosome: Meets the predefined constraints on the number of WDs. 

• Invalid chromosome: Contains more  or less WDs than allowed, due to the combination of 

genetic material from the two parents. 

For an invalid chromosome, a validation process is applied: 

1. WD validation: First, the algorithm counts the number of WD nodes in the chromosome. If 

this number is higher than the allowed limit, nodes with the lowest trust levels are removed 

and replaced with neighboring WDs until the total number of WDs meets the predefined 

threshold. Similarly, if this number is less than the allowed limit, CHs with the highest trust 

levels are converted to WDs, which monitor their nearby nodes. 

2. CH validation: The selected CHs in the chromosome are checked. If a super node is assigned 

as both a WD and a CH at the same time, it is replaced with a nearby super node chosen from 

the valid CH list. 

Figure 3 demonstrates a crossover example along with its validation process. The chromosomes 

shown in Figure 3(a) and Figure 3(b) are selected as the parents. After performing crossover at the 

point that separates 𝑠𝑛7 and 𝑠𝑛8, two offspring are generated. For demonstration purposes, only 

one of them is illustrated in Figure 3(c). As the figure shows, after crossover, we obtain three WDs, 

whereas in this example we should only have two. It is assumed that the trust level of super node 

𝑠𝑛4 is less than that of 𝑠𝑛2 and 𝑠𝑛5. Consequently, it is revoked from its role as a WD, and 𝑠𝑛2 is 

assigned as the WD of 𝑛𝑛5. The final chromosome is demonstrated in Figure 3(d). 

Mutation: The mutation operator exploits the solution space of the problem. It is applied to a 

chromosome as described in the following: 

1. Gene selection: First, some genes of selected chromosome are selected to be mutated. In the 

earlier iterations, as we look to explore the solution space the number of selected genes for 

mutation is higher. As we proceed and we look for exploitation rather than exploration, it 

becomes lower. The number of selected genes iteration 𝑡, 𝑚(𝑡), is computed as (8). In this 

equation, 𝑚𝑖𝑛𝑖𝑡 and 𝑖𝑡𝑟 denote the initial number of genes undergoing mutation and number 

of iterations, respectively.  

Journal of Electronics and Information Technology(1009-5896) || Volume 25 Issue 12 2025

©Scopus/Elsevier Page No: 35 Journaleit.org



 

 

𝑚(𝑡) = 𝑚𝑖𝑛𝑖𝑡 (1 −
𝑡

𝑖𝑡𝑟
)         (8) 

2. Mutating selected genes: We change the WD and CH for selected genes (i.e., normal nodes) 

from possible valid sets of WDs and CHs. 

Selection: We use Roulette Wheel Selection (RWS) as described in (9) as our selection operator. 

As it is shown in this equation, RWS gives more chance to the chromosomes with better solution 

(higher fitness values) to participate in the next generations. However, it gives some chances to 

other chromosomes in the case that may a part of optimal solution be on their genes. 

𝑃(𝑋𝑖
𝐶) =

𝑓𝑖𝑡𝑛𝑒𝑠𝑠(𝑋𝑖
𝐶)

∑ 𝑓𝑖𝑡𝑛𝑒𝑠𝑠(𝑋𝑗
𝐶)𝑗∈𝑝𝑜𝑝

          (9) 

  

 
(a) The first parent. 

 
(b) The second parent. 

  

 
(c) The first offspring before repairment. 

 
(d) The final first offspring. 

Figure 3. Crossover example for the first phase. 
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4.2. Tree Construction and WD Assignment 

The gathered data must be transmitted to the BS to be processed. Consequently, this phase involves 

constructing a spanning tree on the non-WD super nodes. Also, to ensure proper delivery, WDs 

are designated to monitor the transmission process. As in the previous phase, we use GA to 

optimize the process. The subsequent sections detail the steps involved in this process. 

4.2.1. Chromosome Representation and Initialization 

As described, this phase entails constructing a spanning tree over the super nodes and assigning 

WDs. The chromosome is structured as a two-row matrix: the first row indicates the corresponding 

WD assignments, while the second row specifies the parent for each super node. Consequently, 

each chromosome forms a 2 × |𝑆𝑁| matrix. Figure 4 illustrates an example chromosome alongside 

its associated network topology. In this figure, 𝑠𝑛2 and 𝑠𝑛4 are WDs that are selected in the 

previous phase and 𝑠𝑛1, 𝑠𝑛3, and 𝑠𝑛5 are the super nodes that acted as CHs in the previous phase 

and should deliver their data to the BS. As it is evident, 𝑠𝑛2 acts as WD for 𝑠𝑛1 and 𝑠𝑛31, and 𝑠𝑛5 

is monitored by 𝑠𝑛4. 

 
(a) The chromosome. 

 
(b) The corresponding network. 

Figure 4. An example chromosome for the first phase. 

4.2.2. Fitness Function 

We define the fitness function for this phase in (10). It uses two main criteria that we discuss in 

the following. 

𝑓𝑖𝑡𝑛𝑒𝑠𝑠(𝑋𝑇) = 𝑤3 𝑓𝑖𝑡𝑛𝑒𝑠𝑠(𝑡𝑟𝑒𝑒) + 𝑤4 𝑓𝑖𝑡𝑛𝑒𝑠𝑠(𝑊𝐷T),                 𝑤3 + 𝑤4 = 1  (10) 

where 𝑋𝑇 indicates a chromosome for tree construction and WD assignment. 
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The first criterion is calculated as (11). It evaluates the quality of the spanning tree represented by 

chromosome 𝑋𝑇 by calculating the average remaining energy of all CHs at the end of the round. 

In this equation, 𝑒𝑟𝑖 represents the remaining energy of node 𝑠𝑛𝑖 at the end of the round according 

to the structure defined by the current chromosome 𝑋𝑇. This value is normalized by dividing it by 

𝑒𝑖𝑛𝑖𝑡 in order to be comparable with the other criterion.  

𝑓𝑖𝑡𝑛𝑒𝑠𝑠(𝑡𝑟𝑒𝑒) =  
∑

𝑒𝑟𝑖
𝑒𝑖𝑛𝑖𝑡

𝑠𝑛𝑖∈𝐶𝐻

|𝐶𝐻|
         (11) 

Equation (12) is defined to improve the efficiency of WD selection. This function assigns the best 

WDs (the WDs with the most trust) to the CHs that have more data to relay. In this function, 

𝑚𝑜𝑛𝑖𝑡𝑜𝑟(𝑤𝑑𝑖) stands for the CHs that are monitored by 𝑤𝑑𝑖. Additionally, 𝑟𝑒𝑙𝑎𝑦(𝑐ℎ𝑗) stands for 

the amount of data relayed by 𝑐ℎ𝑗  based on the structure of the network proposed by 𝑋𝑇. 

𝑓𝑖𝑡𝑛𝑒𝑠𝑠(𝑊𝐷T) =
∑ (∑ (𝑡𝑟𝑢𝑠𝑡(𝑤𝑑𝑖)×𝑟𝑒𝑙𝑎𝑦(𝑐ℎ𝑗))𝑐ℎ𝑗∈𝑚𝑜𝑛𝑖𝑡𝑜𝑟(𝑤𝑑𝑖) )𝑤𝑑𝑖∈𝑊𝐷

|𝑊𝐷|
     (12) 

4.2.3. Operators 

In the following, we discuss the used GA operators in the second phase. 

Crossover: The crossover operator employed in this phase is the single-point crossover. A 

crossover point is randomly selected on the parent chromosomes, and the genetic material to the 

left and right of this point is exchanged, producing two new offspring. Since the WDs are 

determined in the previous phase, and this phase only assigns the WDs to CHs WD, the generated 

offspring remain to be valid by the design. 

Mutation: A chromosome can undergo mutation in two different ways: 

1. The WD responsible for monitoring the behavior of a super node may be reassigned. 

2. The parent of a CH may be altered. 

In both cases, the mutated gene acquires its new value from the valid sets of WDs and CHs, 

respectively. This scheme ensures that the resulting configuration remains feasible and applicable 

within the network. 
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Selection: The RWS method is employed as the selection operator in this phase. Individuals are 

assigned selection probabilities proportional to their fitness values. This technique ensures that 

fitter chromosomes have a higher chance of being chosen for reproduction, while still maintaining 

diversity by allowing fewer fit candidates to be selected occasionally. 

5. Experimental Results 

This section reports the results obtained from the proposed algorithm. Its performance is evaluated 

against four existing algorithms: HEDHMG [19], EFEBPSO [21], EFCRPSO [22], and CRCGA 

[23]. All algorithms are implemented using WSNSimPy [37], a Python-based discrete event 

simulation framework for WSNs. The evaluation is carried out using three performance metrics: 

bits received by the BS, total energy consumption, and network lifetime. To ensure precision, each 

experiment is repeated five times, and the average values are considered as the final results. 

The simulated WSNs cover an area of 200m×200m. Three different network settings are assumed, 

each varying in node density and the position of the BS. The first network consists of 30 super 

nodes and 200 normal nodes, with the BS located at the upper-left corner. The second network is 

denser, containing 50 super nodes and 300 normal nodes, with the BS also placed in the upper-left 

corner. The third network has the same node distribution as the second one but differs in that its 

BS is centrally located. In all cases, both super nodes and normal nodes are randomly distributed. 

The detailed simulation parameters and GA algorithm settings are provided in Table 1 and Table 

2, respectively. 

Table 1. Simulation parameters. 

Parameter Value 

Network Dimension 200m × 200m 

Initial Energy of Normal Nodes 1J 

Initial Energy of Super Nodes 2J 

Transmission Range of Normal Nodes 30m 

Transmission Range of Super Nodes 90m 

Time Slices per Round 50 

𝜃 0.1 

Percentage of Malicious Nodes 0.2 

Table 2. GA parameters. 

Parameter Value 

Population size 30 

Number of iterations 50 

𝑤1 0.5 

𝑤2 0.5 

𝑤3 0.3 
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𝑤4 0.7 

5.1. Bits Received By the BS 

This metric measures the delivered data to the BS. Figure 55 compares this metric for the 

competitive algorithms. As evident, the proposed method improves the amount of bit received by 

the BS in all networks. To be more precise, in 𝑊𝑆𝑁1, the improvements over HEDHMG, 

EFCRPSO, EFEBPSO, and CRCGA are 6.5%, 19.4, 32.7%, and 38% respectively. These values 

are 3.8%, 17.3%, 26.8%, and 47.6% for 𝑊𝑆𝑁2, and 3.7% 24.9%, 37.2%, and 47.2% for 𝑊𝑆𝑁3. 

 
(a) 𝑊𝑆𝑁1. 

 
(b) 𝑊𝑆𝑁2. 

 
(c) 𝑊𝑆𝑁3. 

Figure 5. Number of bits received by the BS comparison. 

As it is shown in the figure, in the earlier rounds, when the algorithm does not recognize the 

malicious super nodes, the amount of delivered data to the BS using the proposed method is close 

to the other algorithms. However, as time passes, the proposed method learns about the malicious 

nodes and does not use them. More precisely, in the first phase, it is preferred to use CHs with 
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higher trusts. In the second phase, the algorithm avoids using the malicious nodes as relay nodes 

in the spanning tree. In both phases, low-trust super nodes are assigned fewer tasks. Accordingly, 

more data is delivered to the BS. 

5.2. Total Consumed Energy 

Limited battery capacity makes total energy consumption one of the most important factors in 

designing WSNs. Error! Reference source not found. investigates this metric. As it is evident by 

the figure, in all three networks, the proposed method has the least total consumed energy, despite 

that it delivers the most data to the BS. To be more precise, in 𝑊𝑆𝑁1, the proposed method reduces 

the total consumed energy by 4.2%, 7.5%, 11.1%, and 12.4% over HEDHMG, EFCRPSO, 

EFEBPSO, and CRCGA respectively. The values are 3.5%, 9.9%, 14.2%, and 14.6% for 𝑊𝑆𝑁2 

and 10.8%, 9%, 9.8%, and 12.3% for 𝑊𝑆𝑁3. 

 
(a) 𝑊𝑆𝑁1. 

 
(b) 𝑊𝑆𝑁2. 

 
(c) 𝑊𝑆𝑁3.  

Figure 6. Total consumed energy comparison. 
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The better results of the proposed method are the direct effect of using energy-aware metrics in 

both phases. In the first phase, the super nodes with the most remaining energy are selected as 

CHs. Also, in the second phase, the algorithm constructed the tree in such a way that the load on 

the super nodes is distributed. These two factors, combined, leads to a network which excels in the 

usage of energy. 

5.3. The Network Lifetime 

Another metric that is important for WSNs is the network lifetime. We consider two metrics. The 

first measure, First Node Die (FND), shows the time slice in which the first super node of the 

network loses all its energy and becomes unusable. The second metric, Last Node Die (LND), 

indicates the time slice that all of the super nodes become unusable. Error! Reference source not 

found. compares FND and LND for the competitive algorithms. 

 
(a) FND.  

 
(b) LND.  

Figure 7. Network Lifetime comparison. 

As it is comprehendible from the figure, the proposed method shows better network lifetime in all 

three networks. To be more precise, in 𝑊𝑆𝑁1, the proposed method performs 5, 12, 16, and 23 

more time slices compared to HEDHMG, EFCRPSO, EFEBPSO, and CRCGA, respectively until 

the FND happens. These values are 10, 23, 23, and 28 for 𝑊𝑆𝑁2, and 20, 30, 42, 64 for 𝑊𝑆𝑁3. In 

all three networks, the proposed method is the last method to fail. It outperforms its competitors 

in the following number of time slices: for 𝑊𝑆𝑁119, 51, 78, and 85; for 𝑊𝑆𝑁2 6, 35, 46, and 70; 

and for 𝑊𝑆𝑁3 25, 55, 95, and 135. It should be noted that the proposed algorithm achieves better 

FND and LND despite of delivering more data to the BS compared to other algorithms. 

The better results of the proposed method are due to its more efficient clustering and tree 

construction methods. In the clustering phase, our energy-aware metric selects CHs by considering 
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their remaining energy at the end of the round, which covers the current amount of energy and 

energy consumption rate of CHs. This metric helps to balance energy use among all nodes. In the 

tree construction phase, the well-designed routing structure shortens communication paths, thereby 

reducing overall energy dissipation. Together, these mechanisms extend the lifetime of super nodes 

while maintaining high data delivery rates to the BS, which explains the superior performance of 

the proposed method compared to the competing algorithms. 

6. Conclusion and Future Works 

This paper introduced a novel two-phase clustering, routing, and WD selection algorithm designed 

for HWSNs. The first phase included clustering and determining the WDs, while in the second 

phase a spanning tree was constructed over the CHs and proper WD was assigned per CH. By 

enforcing strict, mutually exclusive roles between CHs and WDs, the proposed GA-driven 

framework optimized both network longevity and security. Simulation results demonstrated that 

this joint optimization method significantly improved energy efficiency, and resilience against 

node compromise when compared to established baseline schemes. Future research directions 

could include extending the approach to dynamic network conditions, supporting mobile nodes, 

and developing adaptive mechanisms for real-time trust assessment and WD re-deployment. 

Additionally, exploring integrations with other advanced metaheuristics for intrusion detection 

could further enhance both scalability and security in large-scale deployments. 
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